SmartProfiler-SecID Assessment
Security & Health Monitoring

SmartProfiler Security Document for End Users/Organizations/Security Team

Version 1.1

DynamicPacks
TECHNOLOGIES

Update: 01 January 2025

Security Document for SmartProfiler Product

Product: SmartProfiler SecID
Guide Version: 1.1

220 . . .
5_:;,: SmartProfiler Assessment 1 DynamicPacks Technologies

Camn?

-
ey
)



Table of Contents

1. ABOUE SMArTPIOFIlEr .........ooiiii e s s es 3
BUSINESS OUTCOMIB...c.iiiiiiiiiiiii ittt be e s abe e s s ba e e s s b e e e s s nrae s 3
Business Key Performance INAIiCators. ... iiii ettt e e e rae e s e erae e e e 3

2. SMartProfiler REQUIrEMENLS .............cooiiiiiii ittt e s e e e e bee e e s ssree e e e sabeeeeenareeas 4
SMArtProfiler fOr ACHIVE DIrECLOTY ...uuiii ettt e e e e st e e e s sabaeeesnbaeaessnnaeeeean 4
SMaArtProfiler for MICrOSOTt 365... ..o iiiiiiiereee ettt st sttt b e b s eee s 4
SMaArtProfiler for AVD ASSESSMENT ....coiuiiiiiriieiiieteeeeri ettt ettt st sttt e bt b e beesbeesmeeeaeeeneeen 5
SmartProfiler for Entra ID and Azure-Infra ASSESSMENT ...c...eiiiiiiiiiiieiiieeee et 5

3. Infrastructure Size and PerformancCe...........c.occuoiiiiiiiiiniie ettt s 5

4. Disabling Antivirus or Excluding SmartProfiler Folders .............cccooiiiiiiiiiiiiiiiee e 5

5. PowerShell Modules REQUIFEMENLS ..............coeiiiiiiii ettt e et e e e e eree e e e eabae e e e nraeas 5
SMArtProfiler fOr ACTIVE DIrCTONY ....uviiiieiiie ettt ettt e e et e e e et e e e e e ataeeeesnsaeeeensaeeesanneneanan 5
SMAMTPIOfIlEr FOr VIMIWAIE. ...ci ittt ettt sttt e st sab e e sbe e e sabeesbae e sabeesabeeenanes 6
SMArTPrOfiler fOr DHCP SEIVET ..ottt ettt ettt ettt sb e s sbb e e sabe e sbee e sabeesabeeesaseesaneeesnnes 6
SMArtProfiler for MICrOSOTt 365... ..ottt sttt ettt b e b st eeaeeeneeas 6
SMArtProfiler for AVD ASSESSMENT ....coiuiiiiiiiiiie ettt ettt ettt e bt st st sttt e be e beesbeesaeeeaeeeneean 6
SmartProfiler for Entra ID, Azure-Infra and CIS ASSESSMENT ...ccoevveviiieeeeeeeeeeeeeeeeeeeeeeeeeee e 7

6. SmartProfiler EXecution PermisSion ...........c.cccocuiiiiiiiiiiiiieiieeeeeeeee e e 7

7. SmartProfiler Communication Architecture.............ccooiiiiiiiiiiincee e 10
SmartProfiler Active Directory Communication Archit@Cture .........cccceeeeciieeecciiee e 10
SmartProfiler Microsoft 365 Communication ArchiteCture ........coccooieiiiinieieeeee e 10
SmartProfiler AVD Communication ArchiteCtUre .......cooiiiiiiiieiieie e 11

8.  Network COMMUNICAtIONS .........coooiiiiiiiieiieiee ettt es 11

9.  SmartProfiler EXECULION SEOUENCE ..........ccooiuiiiiiiee ettt e e eeeetrreee e e e e eertabreeeeeeeeessstsseeeeeeeesssnsnnes 11

10. SmartProfiler and Data SECUNILY ...........cccuviiiiiiie et e e e e ee e et 12

11. Location Of CUSEOMEr DAta ..........cccuoiiiiiiiiiiieiie ettt ettt sbe e st st st be e b e s 13

12. Privacy and Protection of Customer Data..............ccoccviiiiiiiiie i e 13

13. Data Impact and MOAEIING ............oooiiiiiiiie e e e et e e s rae e e s eraeeeas 13

14. SErvice Level ABrEeemMENT............ooiiiiiii et et e s et e e et e e e e ebae e e e araeas 13

15. Business CoONtiNUItY Plan..............oooniiiiiiiiie e e e e e e e e e e e e s nnrre e e e s 13

16. Security Risks & MItIBatioN .............ooooiiiiii e e 14
RISKS .ttt ettt ettt ettt sttt b e bt b et s ae e et e bt e bt e e bR e s ae e s ae e et e e bt e b e e reeeneesaeeenreenreen 14

“, SmartProfiler Assessment 2 DynamicPacks Technologies



T YT == 1 4[] o TSPt 15
17. Solution Compliance With IT POlICI@S...........coccuiiiiiiiii e 15

18. Security QUEStION @aNd ANSWETS............ccciiiiiiiiiee et eetee ettt e e sree e e s e e s s sbeeesssabeeessnareeas 15

1. About SmartProfiler

SmartProfiler for Active Directory and M365 is designed to mitigate security risks in the AD and
Microsoft 365 environments by performing an advanced assessment and implementing the real-time
monitoring to capture threats in real-time. Active Directory is a primary source for Authentication and
Authorization for users and business applications. Microsoft doesn’t provide out of the box tools that
can be used to perform health & risk assessment of Active Directory environment. SmartProfiler AD-
OnPrem Security Tool can be used to perform Active Directory assessment for multiple AD forests and
provide an assessment report which includes issues and recommendations to fix the issues. Whereas
SmartProfiler for AVD Assessment is designed to find bottlenecks/issues in the existing AVD
environment and help in finding the missing settings recommended by Microsoft for improving the
performance of the AVD environment. AVD Assessment can also check if the configuration is consistent
across the host pools.

Business Outcome

Active Directory, Microsoft 365 and Azure Virtual Desktop will be protected, and a thorough assessment
will ensure the Active Directory and Microsoft 365 are operating per CIS/NIST CSF 2.0 compliance
standards. The AVD Assessment will ensure the AVD environment is operating as per best practices and
recommendations by Microsoft.

Business Key Performance Indicators

The SmartProfiler for Active Directory, Microsoft 365, and AVD will perform an advanced assessment in
your production environment and be able to uncover hidden issues in the environment. Once all the
issues are uncovered the customer IT Team will work to resolve the issues identified to ensure smooth
functioning of Active Directory, M365 and AVD components. The AD Real-Time Monitoring component
of SmartProfiler will ensure that emerging threats are captured and notified as soon as possible.

Solution Capabilities, Features, Enablers, and NFRs

Below table highlights the capabilities of each SmartProfiler product:
Product Capabilities

e Active Directory Advanced Assessment (300
Checks)
SmartProfiler for Active Directory e AD Permissions Analyzer
e AD Issues Fixer
e AD Real-Time Monitoring
e GPO Settings Checker
e CIS/NIST GPO Compliance Checker
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e Advanced and customized reporting
e Domain Controllers security analyser
e AD Smart Queries

SmartProfiler for Microsoft 365 e Supports CIS V3.0 Tests.

e Additional Tests (139)
e Compliance and Security Assessment

e Performance Improvement Assessment

SmartProfiler for AVD e Misconfiguration Assessment

e Configuration Consistency Assessment across host
pools.

e Improve Security Posture of Entra ID and Azure-

SmartProfiler for Entra ID and Azure-Infra Infra Environment

e Misconfiguration Assessment
e Supports CIS Tests

2. SmartProfiler Requirements

The following requirements need to be met in order to install and execute SmartProfiler products.

SmartProfiler for Active Directory
SmartProfiler for Active Directory requirements must be met as mentioned below:

o SmartProfiler computer should be joined to Active Directory domain.
e Microsoft Word and Excel need to be installed on SmartProfiler computer in order to generate
reports.
e The communication ports have been opened between SmartProfiler computer and PDC
Emulator of each Active Directory domain.
e PS Remoting needs to be enabled on all Domain Controllers in order to run the Active Directory
tests that belong to Domain Controllers. PS Remoting will be required:
o There are 60 Domain Controller tests that need to be executed to check security status
of all domain controllers.
o AD Discovery requires connectivity to PDC Emulator via PS Remoting.

SmartProfiler for Microsoft 365

SmartProfiler for Microsoft 365 requires Public Internet connection to connect to Microsoft 365
Tenants.

Cacminl 3
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SmartProfiler for AVD Assessment
SmartProfiler for AVD requires Public Internet connection to connect to Microsoft Azure Tenants.

SmartProfiler for Entra ID and Azure-Infra Assessment

SmartProfiler for Entra ID and Azure Infra requires Public Internet connection to connect to Microsoft
Azure Tenants

Infrastructure Size and Performance

The infrastructure will be sized to meet the following performance characteristics for SmartProfiler.

2 vCPUs 16 GB 10 GB
A Virtual Machine running SmartProfiler
application/Console.
Note: The Console can be installed on multiple
computers connecting to Real-Time Agent. Both
Real-Time Agent and SmartProfiler console can
be installed on the same computer.

A Virtual Machine running SmartProfiler Real- 2 vCPUs 16 GB 10 GB
Time Agent for processing Real-Time Alerts.

Disabling Antivirus or Excluding SmartProfiler Folders

SmartProfiler executes PowerShell based scripts to perform assessment of target. You are required to
disable Antivirus completely or exclude C:\Users\Public\SmartProfiler folder from Antivirus so
SmartProfiler processes can execute the assessment flawlessly.

PowerShell Modules Requirements

SmartProfiler makes use of Microsoft provided PowerShell Modules for running assessment. The
SmartProfiler can install required PowerShell Modules automatically from within the console. However,
to ensure the SmartProfiler can install PowerShell Modules automatically, it requires a working Internet
Connection to PowerShell-Gallery.com web site.

SmartProfiler for Active Directory

If SmartProfiler is running on Windows Server Operating System, execute below PowerShell commands
from an elevated PowerShell prompt:

e Add-WindowsFeature -Name RSAT-AD-PowerShell
e Add-WindowsFeature -Name GPMC

e Add-WindowsFeature -Name RSAT-DNS-Server

e Add-WindowsFeature -Name RSAT-ADDS-Tools
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If SmartProfiler is running on Windows Client System, execute below PowerShell commands from an
elevated PowerShell prompt:

e Add-WindowsCapability -Online -Name Rsat.ActiveDirectory.DS-LDS.Tools~~~~0.0.1.0
e Add-WindowsCapability -Online -Name Rsat.GroupPolicy.Management.Tools~~~~0.0.1.0
e Add-WindowsCapability -Online -Name Rsat.Dns.Tools~~~~0.0.1.0

SmartProfiler for VMware
SmartProfiler requires following VMware PowerCLI Modules to be installed:

e Install-Module -Name VMware.PowerCLI -RequiredVersion 13.1.0.21624340Add-

To install PowerCLI offline on a disconnected computer, please check Security Questions and
Answers section.

SmartProfiler for DHCP Server

SmartProfiler requires following DHCP Modules to be installed:

e Install-Module -Name DHCPServer

SmartProfiler for Microsoft 365

Microsoft 365 CIS Assessment can be done from both Windows Server or Windows client. Please
execute below PowerShell commands in order to install required PowerShell modules for assessment.

e Install-Module -Name MicrosoftTeams -Scope CurrentUser -Force -MinimumVersion '4.4.1" -AllowClobber

e Install-Module -Name ExchangeOnlineManagement -Scope CurrentUser -Force -MinimumVersion '2.0.5' -
AllowClobber

e Install-Module -Name MSOnline -force -AllowClobber

e  #Install-Module -Name AzureAD -force -AllowClobber

e Install-Module —Name Microsoft.Online.SharePoint.PowerShell -RequiredVersion 16.0.24322.12000 -Force -
AllowClobber

e Install-module -Name AzureADPreview -Force -AllowClobber

e Install-Module -Name Microsoft.Graph.Intune -Force -AllowClobber

e Install-Module -Name Microsoft.Graph -Scope CurrentUser -Force -MinimumVersion '1.9.6' -AllowClobber

e Install-Module -Name Microsoft.Graph.ldentity.DirectoryManagement -Force -AllowClobber

e Install-Module -Name Microsoft.Graph.ldentity.Signlns -Force -AllowClobber

e Install-Module -Name Microsoft.Graph.Users -Force -AllowClobber

e Install-Module -Name Microsoft.Graph.Applications -Force -AllowClobber

e Install-Module -Name PnP.PowerShell -Force -AllowClobber

SmartProfiler for AVD Assessment

SmartProfiler for AVD Assessment can install required PowerShell Modules automatically during the
AVD Assessment execution. However, the following modules need to be installed on the SmartProfiler
computer:

e Install-Module -Name AVD.DesktopVirtualization -Force -AllowClobber
e Install-Module -Name Az.Azure -Force -AllowClobber

6 DynamicPacks Technologies

L

Cams



SmartProfiler for Entra ID, Azure-Infra and CIS Assessment

SmartProfiler for Entra ID, Azure-Infra and CIS Assessment can install required PowerShell Modules
automatically during the Assessment execution process. However, the following modules need to be
installed on the SmartProfiler computer:

Install-Module -Name MSOnline -force -AllowClobber

Install-Module -Name AzureAD -force -AllowClobber

Install-module -Name AzureADPreview -Force -AllowClobber

Install-module -Name Az.PostgreSql -Force -AllowClobber

Install-Module -Name Az.Accounts -RequiredVersion 2.19.0 -Force -AllowClobber
Install-Module Az.Security -Force

Azure CLI 64-bit Latest Version from below URL:

e  https://learn.microsoft.com/en-us/cli/azure/install-azure-cli-windows?tabs=azure-cli

6. SmartProfiler Execution Permission

SmartProfiler is a Desktop Application designed to perform security, health and risk assessment of
Microsoft 365, Active Directory and Azure Virtual Desktop tenants. When performing an assessment of
technologies, the SmartProfiler requires necessary permissions to the Assessment target. Below table
provides a guidance on what permissions to be made available when running assessment for each

technology:
Technology/Target Permissions Needed Remark
e Global Reader Account OR Global Admin When executing SmartProfiler for
Account Microsoft 365 you need to provide a
e Global Reader and Global Admin Global Reader Account / Global Admin
Account to be a Non-MFA Account Account to connect to Microsoft 365
Tenant and collect required data for
If Global Reader Account is used, then it should  assessment.
be part of following Microsoft 365 Roles:
Microsoft 365 Tenant Non-MFA Global Reader / Global Admin
Global Reader Account is needed to run unattended
Compliance Administrator assessment.
Compliance Data Administrator
SharePoint Administrator
Note: Please check Security Questions and
Answers as to understand when to use Global
Reader and Global Admin account for
assessment.
Microsoft 365 Tenant Admin Consent for Microsoft.Graph module for =~ Note that Mobile Device Management
below Read Permissions: Category includes 22 tests which require

Admin Consent (read permission) by

eI,
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Active Directory Forest — AD
Assessment

Active Directory Forest — AD
Assessment Scheduler

Active Directory Forest — Real-

Time Monitoring

SmartProfiler Assessment 8

¢ DeviceManagementApps.Read.All
eDeviceManagementConfiguration.Read.All
eDeviceManagementServiceConfig.Read.All
¢ Directory.Read.All

"AuditLog.Read.All", "Reports.Read.All",
"Policy.Read.All", "Directory.Read.All",
"IdentityProvider.Read.All",
"Organization.Read.All",
"Securityevents.Read.All",
"ThreatIndicators.Read.All",
"SecurityActions.Read.All", "User.Read.All",
"UserAuthenticationMethod.Read.All",
"Mail.Read", "MailboxSettings.Read",
"DeviceManagementManagedDevices.Read.All",
"DeviceManagementApps.Read.All",
"DeviceManagementServiceConfig.Read.All",
"DeviceManagementConfiguration.Read.All",
"SharePointTenantSettings.Read.All",
"AccessReview.Read.All",
"RoleManagement.Read.All"

e Domain Admin Account if Active
Directory Forest is running with a Single
Domain.

e Enterprise Admin Account if Active
Directory Forest is running with multiple
AD Domains in order to access all AD
Domains.

e Domain Admin Account if Active
Directory Forest is running with a Single
Domain.

e Enterprise Admin Account if Active
Directory Forest is running with multiple
AD Domains in order to access all AD
Domains.

SmartProfiler Active Directory Real-Time
Monitoring requires a normal Domain User

using a Global Admin account before
tests in Mobile Device Management
category can show results. The Admin
Consent is also required for Microsoft
Graph module.

All Domain Controllers in each domain
must be reachable to perform a
complete assessment.

Note: The Active Directory Assessment
can be executed using a Normal Domain
User account. In that case the 56
Domain Controllers tests will not be
executed.

The AD Assessment Scheduler Service
requires a Service Account that is
member of Domain Admins or
Enterprise Admins.

Note: The Active Directory Assessment
Scheduler Service can be executed using
a Normal Domain User account. In that
case the 56 Domain Controllers tests will
not be executed.
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account to execute and process all Active The Real-Time Service Account must be

Directory Real-Time Alerts. configured with Password Never Expires
attribute.
Active Directory Forest—DC | SmartProfiler Active Directory DC Health The DC Health Checker Service Account
Health Checker and Notifier Checker and Notifier requires a Domain Admin must be configured with Password
or Enterprise Admin Account. Never Expires attribute.
e Create Azure AD Application (SPN) in SPN details are required before AVD
Azure Tenant. Assessment can be performed:
e SPN to have Owner Permission on e Azure Subscription ID
Azure Virtual Desktop Tenant Subscription where host pools are e Azure Tenant ID
hosted. e SPN ID (Application ID)
e Session Hosts have Azure Script e SPN Secret
Extension Enabled to execute scripts e SPN Display Name
remotely.
Create Azure AD Application (SPN) in Azure SPN details are required before Azure
Azure Tenant Tenant. CIS Assessment can be performed:
[ For Entra ID, Azure-Infraand @ SPN to have certain permissions as listed below:
CIS Assessment] e Azure Subscription ID
“AuditLog.Read.All", "Reports.Read.All", e Azure Tenant ID
"Policy.Read.All", "Directory.Read.All", e SPNID (Application ID)
"IdentityProvider.Read.All", e SPN Secret
"Organization.Read.All", e SPN Display Name

"Securityevents.Read.All",
"Threatindicators.Read.All",
"SecurityActions.Read.All", "User.Read.All",
"UserAuthenticationMethod.Read.All",
"Mail.Read", "MailboxSettings.Read",
"DeviceManagementManagedDevices.Read.All",
"DeviceManagementApps.Read.All",
"UserAuthenticationMethod.ReadWrite.All",
"DeviceManagementServiceConfig.Read.All",
"DeviceManagementConfiguration.Read.All",
"SharePointTenantSettings.Read.All",
"AccessReview.Read.All",
"RoleManagement.Read.All

Note: The SPN to be set as an owner on the
Subscription in order to run a complete
assessment.
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Since SmartProfiler also supports Azure Infra
and Entra ID, ensure to have permissions to
read data from On-Prem Active Directory.

7. SmartProfiler Communication Architecture

SmartProfiler Active Directory Communication Architecture

The below diagram shows how SmartProfiler Active Directory components connect with each other and
communicate to Domain Controllers.

SmartProfiler-AD

START

AD
ASSESSMENT
AGENT

+  Configure AD Real-Time
Alerts
Initialize All AD Alerts

- Set the AD Domain Scope
. Enable/Disable Required
Alerts

Storing Assessment
Data for Reporting

READING
ALERTS

REAL-TIME

AGENT

o . Executes All Alerts
- Process Enabled INTERNET
- Storing Alerts and Alerts
Assessment Data PROTOCOL: LDAP
in C5V files. PORT: 389
Use Internal
Database
Structure.
o | SEND EMAIL
SLACK Integration is
available  —— NOTIFY
SLACK

The SmartProfiler AD Real-Time Agent (installed as Windows Service) communicates to Domain
Controller over default port and Protocol (LDAP:389). Even the Active Directory Assessment
communicates over the same protocol. Real-Time and AD Assessment Agents do not connect to Public
Internet for any communication. SmartProfiler uses Internal Database to store required data for real-
time monitoring and assessment. The data type is volatile and keep changing based on the alert data
fetched from Active Directory. No data is stored on Public Internet.

SmartProfiler Microsoft 365 Communication Architecture

The SmartProfiler for Microsoft 365 uses default ports (HTTPS) for communicating with Microsoft 365
Tenants. The SmartProfiler M365 Execution Console implements built-in agent that executes the tests
using Microsoft Graph PowerShell Module. The following section in the document explains execution

sequence for each technology including Microsoft 365.
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SmartProfiler AVD Communication Architecture

The SmartProfiler for Microsoft AVD uses default ports (HTTPS) for communicating with Azure AVD
Tenants. The SmartProfiler AVD Execution Console implements built-in agent that executes the tests
using Microsoft Graph PowerShell Module. The following section in the document explains execution
sequence for each technology including Azure AVD.

8. Network Communications

All communication to and from SmartProfiler Application - including the user interface and associated
SmartProfiler Agent/Services are secured using the using the default LDAP/LDAPS traffic.

There are no unsecured external HTTP or HTTPS calls within the SmartProfiler applications
(particularly for Microsoft 365 Assessment).

All communication with Azure and Microsoft 365 uses OAuth2 access tokens for Microsoft
Graph, APl operations and HTTPS for PowerShell operations.

SmartProfiler Application Rewrite Services communicates with Azure and Microsoft 365 Tenants
using TLS 1.2 encrypted data channels.

Agents installed on the SmartProfiler computer communicate within an internal network and no
data is sent out.

For alerting purposes, SmartProfiler uses Email Notification to the email addresses configured in
the email templates. The SmartProfiler will use default SMTP port or SMTP ports can be
configured in the email templates.

9. SmartProfiler Execution Sequence

The below process shows how SmartProfiler collects data from target. A target can be a Microsoft 365
Tenant, Active Directory Forest, or an Azure Virtual Desktop Tenant. The execution

SmartProfiler utilizes the Power of Microsoft PowerShell Scripting language. The PowerShell modules,
designed by Microsoft, are used to collect Microsoft 365 Tenant, Active Directory and Azure Virtual
Desktop Tenants. SmartProfiler provides an execution framework. When you click on “Execute
Assessment” button on SmartProfiler, the following events take place:

Cacminl 3
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Connect to Target: SmartProfiler connects to Microsoft 365 Tenant or Active Directory or Azure
Virtual Desktop Tenant as follow:
o For Microsoft 365: If the target is an Microsoft 365 Tenant, then connection is made to
all Microsoft 365 services which includes Exchange Online, MSOnline, SharePoint
Online, Teams, and OneDrive. The connection is made using the Global Admin/Reader
Account which was specified when registering the Microsoft 365 Tenant.

Note: Please check Security Questions and Answers in this document to understand when to use
Global Reader and Global Admin Account for assessment in this document.

o For Active Directory: If the target is an Active Directory Forest, then connection is made
to all Active Directory domains to ensure Domain Admin or Enterprise Account that was

@): SmartProfiler Assessment 11 DynamicPacks Technologies



provided during AD Forest License can connect to Active Directory domains for data
collection.

o For Azure Virtual Desktop: If the target is an Azure Virtual Desktop Tenant, then the
connection is made using the SPN details provided.

e Account Permissions Check:

o For Microsoft 365: Next, SmartProfiler checks to ensure Global Reader Account is part
of all Microsoft 365 roles. In case SmartProfiler finds Global Reader is not part of one or
more roles it notifies on the screen and asks you to correct the membership of Global
Reader Account.

o For Active Directory: Next, SmartProfiler checks to ensure Domain or Enterprise
Account can connect to all Active Directory domains and a successfully Active Directory
discovery can be performed. If the discovery is successful, SmartProfiler will show AD
Sites, AD Domains and Domain Controllers discovered as part of the AD Discovery
process.

o For Azure Virtual Desktop: Next, SmartProfiler checks to ensure it can discover all Host
Pools in the Azure Subscription. If during AVD Discovery if you do not see host pools and
application groups, then make sure to check SPN has enough permission on the target
Azure Subscription.

o Execute PowerShell Modules: Finally, SmartProfiler executes all PowerShell scripts and collects
the required data and stores data in CSV files on the local machine.

At no point during Execution SmartProfiler makes any changes to the Target Environment.

SmartProfiler is a pure READ-ONLY product.

Note: In case you need to see all the PowerShell scripts are executed as part of the execution, you can
switch to “Manage Modules” tab in SmartProfiler to see the PowerShell code that executes.

10. SmartProfiler and Data Security

SmartProfiler doesn’t require a database before the assessment can be executed. All data collected
during execution is stored in CSV files on the location machine where SmartProfiler is installed under
C:\Users\Public\SmartProfiler\SmartProfilerAssessment\Data folder.

The CSV data is collected for each test, and it creates a file for each test. For example, when executing
“Test Microsoft 365 Users Licenses”, it creates CSV file by name “Test-Office-365-Users-Licenses-
<Tenant Name>_DATA.CSV” file to store data for the test.

The data stored in CSV files are required for following purposes:

o SmartProfiler needs to present an Assessment Summary in console using the CSV files for each
test.

e When generating a Word Report, the data is collected from each CSV file and then a report is
generated.

e Each CSV file contains affected objects. In case you need to see the affected objects list you can
refer to the test’s CSV files.

SmartProfiler Assessment 12 DynamicPacks Technologies




Once the Assessment is completed you can safely delete the above folder and uninstall SmartProfiler
from the machine. Please see the “Security Questions and Answers” section in this document before
you decide to delete data.

Important: SmartProfiler will NOT delete data from above folder if the product is uninstalled.
You are required to delete \Data folder manually if you wish to delete all data gathered by

SmartProfiler.

11. Location of Customer Data

When a customer Installs and run the Assessment for Microsoft Active Directory, Microsoft 365, and
Microsoft AVD, the data will be kept in the SmartProfiler computer. The SmartProfiler computer will
have an internal database that will be used by the SmartProfiler Agents for processing. When an
assessment report is generated, the process pulls the data located on the SmartProfiler computer.

12. Privacy and Protection of Customer Data

At no point during the assessment the tool will connect to Public Internet or any FTP endpoints. All data
is secured at rest using AES 256-bit encryption. Service account passwords and password hashes (while
already encrypted at-rest) are additionally encrypted with AES 256-bit encryption using Microsoft
Encryption.

13. Data Impact and Modeling

The following table provides a list of frequently asked questions for Data Impact and Modeling.

Does this solution require the use of company data? NO
Does this solution require the use of employee data? NO
Does this solution move large amounts of data? NO
Does this solution introduce a new data model? NO

14. Service Level Agreement

Technical Issues related to SmartProfiler for AD and M365 will be supported by DynamicPacks Team
during the business hours and all security incidents will be supported during business and non-business
hours. Product Technical Issues, AD Real-Time related issues, support for customization, support for
implementation and assessment of Active Directory and M365.

15. Business Continuity Plan

Application to SmartProfiler AD Real-Time Monitoring which will be installed on a single virtual machine
running in production IT environment. There is no HA requirement for the application. Real-Time
monitoring instances keep sending an email of availability of its components. If a component is not
available or AD Real-Time Service stops an email will be sent to IT Team.

SmartProfiler Assessment 13 DynamicPacks Technologies
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16. Security Risks & Mitigation

Risks

No risks as the product will be implemented to mitigate the risks. However, SmartProfiler for Active
Directory, Microsoft 365 and Azure AVD Assessment stores or provide an option to execute the
assessment under below conditions:

Product/Component

Credential
Requirement

Can Use Locally Logged Require Storing Credentials?

On or MS Prompt

SmartProfiler for AD
Assessment

SmartProfiler AD Real-Time
Service

SmartProfiler AD Assessment
Scheduler

SmartProfiler for M365
Assessment

SmartProfiler for M365
Assessment Scheduler

SmartProfiler for AVD
Assessment

SmartProfiler for Entra ID,
Azure-Infra and CIS Assessment

SmartProfiler Email Notification

Domain Admin
OR Enterprise Admin

Normal Domain User

Domain Admin OR
Enterprise Admin

Global Reader OR
Global Admin Account

Global Reader OR

Global Admin Account

Azure SPN Details

Azure SPN Details

Email Sender Password

SmartProfiler Assessment

Login?

Can use Locally Logged
On Credentials

Not Supported

Not Supported

Can use Microsoft

Login Prompt for
Assessment

Not Supported

Not Supported

Not Supported

Not Supported

Optional

Require storing Normal Domain
User Account credentials in
SmartProfiler Database.

Require storing Domain Admin
or Enterprise Admin Credentials
in SmartProfiler database.

Optional but helps in unattended
assessment.

Require storing SPN Details such
as Certificate Thumbprint for
Scheduler Service.

Require storing Azure SPN
Details for unattended
assessment.

Require storing Azure SPN
Details for unattended
assessment.

Require storing Email Sender
password in email templates.
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Risks Mitigations

To mitigate the risks for credentials and to ensure no one can use the credentials used by the
SmartProfiler, the credentials for Active Directory, Microsoft 365 Tenant (if stored) and Email Sender will
be stored in an encrypted format. Solution will use two-layer-encryption mechanism in which, in turn,
protects against compromises.

17. Solution Compliance with IT Policies

Compliance

Reason for non-compliance

Access Control Policy
Asset Management Policy

Availability Management Policy

Budget and Accounting for IT Services Policy

Compliance Policy

Contact with Authorities and Special Interest
Groups

Data Protection Policy

Email Security Policy

End User Security Policy

HR Information Security Policy

Information Security Incident and Problem
Management Policy

Information Security Management System
Policy

Information Systems Acquisition,
Development, and Maintenance Policy

ISMS Manual

IT Service Continuity Policy

Network Security Policy

Operations Management Policy

Physical and Environmental Security Policy

Risk Manual

Compliant
Not Applicable
Compliant
Not Applicable
Not Applicable
Not Applicable

Compliant
Compliant
Not Applicable
Not Applicable
Not Applicable

Not Applicable

Not Applicable

Not Applicable
Not Applicable
Not Applicable
Not Applicable
Not Applicable
Not Applicable

18. Security Question and Answers

Q. Does SmartProfiler perform any write operations to Target?
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o No, SmartProfiler is a read-only product and at no point during assessment a write operation is

performed to the target.

Q. Does SmartProfiler connects to Public Internet for sending any information to DynamicPacks?

o SmartProfiler doesn’t connect to DynamicPacks or any other Public Endpoints for storing data.

Even the license file is provided offline for activation.

Q. Does SmartProfiler use PowerShell Designed by Microsoft?

o SmartProfiler uses PowerShell Modules designed by Microsoft. All PowerShell Modules used by

SmartProfiler are available on PowerShell Gallery which is managed by Microsoft.

Q. Can | see what all PowerShell Scripts are executed as part of SmartProfiler execution?

« We provide “Manage Modules” tab as part of SmartProfiler that can be used to check PowerShell

code for each test. However, “Manage Modules” tab is only available in Licensed Version.

Q. What data is stored in CSV files generated by SmartProfiler?

o CSV files only contain “Affected objects” data. For example, in the case of Microsoft 365 if a test

needs to check list of users or admins that do not have MFA enabled then CSV file will only contain
those affected users/admins. Similarly, if AD Assessment for SmartProfiler finds orphaned domain
controllers in Active Directory Forest then only orphaned domain controllers will be listed in CSV file.

Q. Can SmartProfiler for Microsoft 365 CIS Assessment execute under the Global Reader Account?

o SmartProfiler for Microsoft 365 CIS Assessment can execute 90% tests using the Global Reader

Account provided Global Reader Account is member of all required Microsoft 365 Roles. The SharePoint
tests (12 of them) cannot be executed using the Global Reader Account. If you would like to execute
SharePoint tests as part of the assessment, then we recommend using a Global Admin account. Global
Reader Account cannot access SharePoint portal sites and settings as it a technical limitation imposed by
Microsoft.

Q. My Customer/Organization security Team is not allowing the SmartProfiler for Microsoft 365 to

run using a Global Admin Account? What can be done in this situation?

Cacminl 3
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o Inthese circumstances, we advise utilizing a Global Reader Account to run the assessment initially.

This account will be able to run 90% of the tests automatically and will also produce a report. Please
notify the Security Team that a Global Admin account is required in order to run SharePoint tests. If
Security Team agrees to run the assessment using a Global Admin account, then select just “SharePoint
Tests” in the execution console and then execute.

Q. Is SmartProfiler secure when connecting to Target using PowerShell modules?

e Since PowerShell Modules used by SmartProfiler are designed by Microsoft and since all “Connect-

xxxxx” commands perform a secure connection to Microsoft 365, Active Directory and Azure Virtual
Desktop Tenants, the data collected from above targets is transferred securely to the SmartProfiler
machine.

Q. Does SmartProfiler delete all data collected after preparing Assessment Report?

e There is no provision in SmartProfiler to delete all data once the assessment report is prepared. It

is because some environments might take longer time to complete assessment and in case you need to
see the affected objects list you will not be able to see it if you have already deleted the data. You will
be required to perform assessment again if you need to see the affected objects list.

Q. Does Active Directory Assessment require PS Remoting enabled on the Domain Controllers?

e * PS Remoting needs to be enabled on all Domain Controllers in order to run the Active Directory

tests that belong to Domain Controllers. There are 60 tests that need to be executed to check security
status of all domain controllers. These tests are checked to ensure Domain Controllers do not have any
risks.

Q. Does SmartProfiler Products interact with any other technologies in the production environment?

¢ No. SmartProfiler only communicates with the required technology components as below:

e For Active Directory: SmartProfiler connects to Domain Controllers over port 389 using LDAP
protocol.

e For Microsoft 365: SmartProfiler connects to Microsoft 365 Tenants using HTTPS and Microsoft
Graph PowerShell Modules.

e  For AVD: SmartProfiler connects to Azure Tenants using HTTPS and uses Microsoft Azure AVD
PowerShell Modules to perform assessment.

-
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Q. Is there any command that we can use to grant Microsoft.Graph APl Permissions to Microsoft 365

Tenant?

A. Grant Consent Option can be used to grant admin consent to Microsoft.Graph from within the

SmartProfiler Assessment Execution Console. In case consent needs to be granted manually before
executing the assessment, please use below PowerShell Command:

Connect-MgGraph -ContextScope Process -Scopes "AuditLog.Read.All", "Reports.Read.All",
"Policy.Read.All", "Directory.Read.All", "IdentityProvider.Read.All", "Organization.Read.All",
"Securityevents.Read.All", "ThreatIndicators.Read.All", "SecurityActions.Read.All", "User.Read.All",
"UserAuthenticationMethod.Read.All", "Mail.Read", "MailboxSettings.Read",
"DeviceManagementManagedDevices.Read.All", "DeviceManagementApps.Read.All",
"UserAuthenticationMethod.ReadWrite.All", "DeviceManagementServiceConfig.Read.All",
"DeviceManagementConfiguration.Read.All", "SharePointTenantSettings.Read.All",
"AccessReview.Read.All", "RoleManagement.Read.All"

In the next step the process will check if the Admin Consent has already been granted to
Microsoft.Graph. If not granted, then you will be presented with a prompt as shown below:

B8 Microsoft

Permissions requested
@ Microsoft Graph PowerShell

unverified
This app would like to:
v Sign in and read user profile

\~/ Maintain access to data you have given it access to

‘ Consent on behalf of your organization

llf you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review these
permissions.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

You need to check the box “Consent on behalf of your organization” and then click on “Accept” button
to continue.

Q. Are there any Firewall Ports that we need to open in order to install and run SmartProfiler?
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A. SmartProfiler for Active Directory, Microsoft 365 and AVD executes over specific ports. However,

the SmartProfiler makes use of default communication ports and protocols for communicating with
endpoints as explained in the table below. Please ensure to open these ports from the SmartProfiler
computer to the target.

Product Target Port Protocol
SmartProfiler for PDC Emulator of each 389 or SSL LDAP or LDAPS
Active Directory AD Domain
Active Directory Web 9389 LDAP or LDAPS
Services
SmartProfiler for M365 | Microsoft 365 Tenant 443 HTTPS
SmartProfiler for AVD Microsoft Azure Tenant @ 443 HTTPS

Q. Can anyone log on the SmartProfiler Application?

A. No. SmartProfiler requires a username and password to log on to the application. The Username

and password are created when the first tenant or AD Forest is registered. A Tenant or AD Forest can
only be registered by supplying correct credentials such as Domain Admin account for registering AD
Forest and Global Reader/Admin account for registering Microsoft 365 or Azure Tenants.

Q. Does DynamicPacks help in remediating the issues reported by the SmartProfiler for Active

Directory and what is the engagement process:

A. DynamicPacks Team can help in remediating AD Issues reported by the SmartProfiler for Active

Directory. We, at DynamicPacks, have an expert AD Team who follows a steady approach for fixing the
issues as shown in below diagram:
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AD Assessment Engagement Process
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For any questions related to SmartProfiler security please contact us at Info@Microsoft-
Assessment.com or Support@Microsoft-Assessment.com.

A. How can | install VMware PowerCLI modules manually on a disconnected computer:

Q. Follow the instructions explained below to install manually:

How to Install PowerCLI Offline

Not all servers can be connected to the internet due to security policies or other reasons. In this case,
you can install VMware PowerCLI by using offline installation methods.

Installing PowerCLI offline by copying files

The first offline method to install PowerCLI involves using files downloaded from PS Gallery. The first
steps are similar to the steps explained above when we need to find the module packages and install
them in our Windows system.

1. Find the PowerCLI module in PowerShell Gallery:
Find-Module -Name VMware.PowerCLI

2. Download and save the PowerCLI module files for PowerShell to a specified directory, for
example, C:\Temp\Modules\ with the command like:

Save-Module -Name VMware.PowerCLI -Path <path>
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In our case, the exact command with the correct path is:

Save-Module -Name VMware.PowerCLI -Path C:\Temp\Modules

PSGallery

e.PowerCLI CiATe

Share View
&« « 4 » ThisPC » System (C:) » Temp » Modules v @ Search Modules pel
Mame - Date modified Type Size e
s Quick access
VMware.CloudServices a/ File folder
B Desktop _ _ _
VMware.Deployfutomation 8/18 File folder
; Co VMware.ImageBuilder 8/ File folder
= Documents Vhware.PowerCLI 8/18/2 File folder
&=/ Pictures Viware.PowerCLI.Sdk 8 File folder
[ This PC VMware.PowerCLLSdk. Types 8/ File folder
VMware.PowerCLLVCenter 8/ File folder
¥ Network VMware.PowerCLLVCenter. Types.Applia.. &/ File folder
3. Copy the downloaded files from the C:\Temp\Modules)\ directory of your computer to a
computer that is not connected to the internet.
Place the copied files to C:\Windows\System32\WindowsPowerShell\v1.0\Modules
Administrator rights are required.
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v

Home Share View

<« v 4 > ThisPC » System (C:) » Temp » Modules v D Search Modules o)

Name Date medified Type Siz

3+ Quick access

VMware.CloudServices 8/18/2022 1:53 AM File folder

[ Desktop ¢ ) ) )
VMware.DeployAutomation 8/18/20 3AM  Filefolder
B nawimlazde »
| = | Modules = O X
Home Share View
&~ v 1 « System32 > WindowsPowerShell > v1.0 > Modules v O Search Modules yel
Name Date modified Type Size
3 Quick access
AppBackgroundTask /15/2018 File folder
[ Desktop * PP 9 i
ApplLocker File folder
¥ Downloads AppvClient File folder
[l Documents Appx File folder
| Pictures BestPractices File folder
[ This PC BitsTransfer File folder
BranchCache File folder
¥ Network CimCmdlets File folder
. ¥ Network VMware.PowerCLI.VCenter.Types.Applia...  8/18/2022 1:54 AM  File folder

4. Unblock the downloaded files:
cd "C:\Program Files\WindowsPowerShell\v1.0\Modules"
Get-Childltem * -Recurse | Unblock-File

5. PowerCLl installation is completed. Now you should be able to use vSphere PowerCLI on a
computer that is not connected to the internet.

How to install PowerCLI offline from a ZIP archive

VMware provides an offline installer, which you can download and use to install PowerCLI offline on
multiple computers.

1. Download the ZIP archive containing PowerCLI module files from the official VMware website:

https://developer.vmware.com/web/tool/vmware-powercli

The file name looks like VMware-PowerCLI-12.7.0-20091289.zip and the file size is about 100 MB.
2. Copy the downloaded ZIP archive to a computer that is not connected to the internet.

3. Extract the files to the directory where PowerShell modules are installed in Windows, for
example, to

C:\Windows\System32\WindowsPowerShell\vl.0\Modules

4. PowerCLl installation is completed.
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e« What are the ports required from SmartProfiler-SeclID to Active Directory?

Q. Please ensure to open below default Active Directory ports from SmartProfiler-SecID to domain

controllers:
Ports required for AD communication
The following ports are required for basic AD communication:
e TCP/UDP port 53: DNS
e TCP/UDP port 88: Kerberos authentication
e TCP/UDP port 135: RPC
e TCP/UDP port 137-138: NetBIOS
e TCP/UDP port 389: LDAP
e TCP/UDP port 445: SMB
e TCP/UDP port 464: Kerberos password change
e TCP/UDP port 636: LDAP SSL
e TCP/UDP port 3268-3269: Global catalog
e TCP port 636

e TCP port 9389 — For Active Directory Web Service

o What are the ports required from SmartProfiler-SeclID to VMware?

Q. Please ensure to open below default ports from SmartProfiler-SecID to VMware ESXi hosts and

vCenter:

e TCPport443
e TCP Port 8084

Note that SmartProfiler-SecID makes use of VMware PowerCLI and Port 8084 being the VUM SOAP
server port is required to be opened.

% %k %
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